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Classification of Malware Based on Texture

Feature and Random Forest

LIU Yuqiang, LI Jun, FAN Zhipeng
(School of Com puter Science, Hubei Univ. of Tech. , Wuhan 430068, China)
Abstract: The identification and defense of malware becomes more difficult with the progress of science. In
view of the difficulty of the recognition analysis in preventing the possible harm in time, a static classifica-
tion method based on the grayscale texture features of the image is proposed. According to the instruction
length of the code, the multi byte image texture of the virus code is designed and extracted, and unified in-
to two dimensional features. And then, all feature files are used as training sets to classify random forest
machine learning methods. Experiments with standard datasets show that the accuracy of this method is
96.36%. By analyzing the importance of each byte code feature, a simplified classification method is pro-
posed.

Keywords: malware classification; grayscale texture feature; random forest
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